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Introduction

This document (Document) setting out the security procedures and measures, is the UK
Link Business Document UKLBD1 UK Link Security Operating Framework referred to at
paragraph 2.1.1 (d)(i) of the UK Link Manual Framework Document.

This Document is an integral part of and is incorporated in the UK Link Manual.

The version of this Document that is in force and the date from which it is in force, are as
stated above.

In this Document:

(a) UK Link User” has the meaning set out in GTD 5.1.2;

Some definitions used within UK Link Gemini are specific to that system but there are
equivalent terms which are used in the UK Link Manual including this Operating
Framework. The following shows how these terms relate to each other.

1.5

1.6

(b)

(e)

“‘Business Associate” — is a term specific to UK Link Gemini but for the purposes of
this Document has the same meaning as UK Link User;

“Users” is a term specific to UK Link Gemini but for the purposes of this Document
has the same meaning as Authorised Representative;

“Party Code/Business Associate Code” is a term specific to UK Link Gemini but for
the purposes of this Document has the same meaning as UK Link Identity; and

“User ldentity” is a term specific to UK Link Gemini but for the purposes of this
Document has the same meaning as UK Link Identity.

terms defined in the DSC Terms and Conditions and not otherwise defined in this
Document shall have the meaning given in the DSC Terms and Conditions;

terms defined in any other CDSP Service Document and not otherwise defined in this
Document shall have the meaning given in the CDSP Service Document;

terms defined in UK Link Manual Framework Document and not otherwise defined in
this Document shall have the meaning given in the UK Link Manual Framework
Document; and

the further provisions of the DSC Terms and Conditions as to interpretation apply.

This Document may be changed in accordance with the applicable procedures contained
in the Change Management Procedures.

The purpose of this Document is to act as a combined security policy and a security
manual. In particular to provide a description of and guidance around:-
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1.7

1.8

1.9
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2.2

23

(a)

(b)

the operational security procedures and measures as referred to in Clause 7 UK Link
Terms and Conditions required to:-

(i) prevent unauthorised access to or use of UK Link; and

(i) to ensure the protection of UK Link Communications against the risk of
resulting alteration, delay, disruption or loss.

as referred to at GT Section D5 Paragraph 5.5.3 the basis on which a UK Link User
may nominate representatives as authorised to access and use UK Link on behalf of

and using the identification of that UK Link User.

For the purposes of this Document, references to a UK Link User or UK Link Users
exclude the CDSP.

This Document shall be legally binding.

In the case of any conflict between the provisions of this Document and the UK Link Terms
and Conditions, the UK Link Terms and Conditions shall prevail.

Roles and Responsibilities

This section defines the other principal roles required for the management of UK Link
security. The roles are either:-

211 Local, thatis, they must exist in the organisation of each UK Link User and are
concerned with the use of the information and data held within UK Link and/or and
the security of each UK Link User’s own systems and networks used to access UK
Link, or

2.1.2 Central, that is they are functions concerned with policy, strategic matters and
administration of UK Link.

The following roles are defined below:

2.2.1 Local Security Officer (LSO);

2.2.2 Authorised Representative (AR)

2.2.3 The CDSP Service Desk;

2.2.4 Central UK Link Security Administrator;

2.2.5 Central UK Link Security Manager.

Roles should where possible be allocated to separate ARs to reduce conflicts of interest
and inadequate segregation of duties in the execution of responsibilities. In some cases it

may be expedient to divide a role so that business and information technology
responsibilities may be addressed by those with appropriate skills and experience.

Local Security Officer (LSO)

2.4

The Local Security Officer is responsible for
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25

2.6

2.41 providing a single point of contact on UK Link security matters

2.4.2 management of user access to UK Link for the UK Link User for which they are
registered as an LSO

2.4.3 authorisation of all requests to add, amend or remove access to UK Link for
Authorised Representatives within the organisation for which they are registered
as LSO

2.4.4 making all calls regarding account queries such as password resets and/or
creation and security matters to the CDSP Service Desk on behalf of the UK Link
User for whom it is registered LSO.

2.4.5 day-to-day liaison with the UK Link Security Administrator and the UK Link
Security Manager on UK Link security matters;

2.4.6 making relevant persons within their UK Link User aware of this Operating
Framework;

2.4.7 monitoring of compliance of the UK Link User for which they act as LSO with this
Operating Framework;

2.4.8 periodic review of the access rights of Authorised Representatives to UK Link;
2.4.9 reporting security incidents;
2.4.10assisting in the investigation of security incidents;

Each UK Link User with the exception of CDSP and those set out below is required to
have a minimum of two (2) LSO’s to ensure cover at all times.

The following categories of UK Link User in respect of the following components of UK
Link are not required to have LSOs. In these cases the LSO function is performed for
those UK Link Users by the CDSP.

2.6.1 Meter Reading Agents and Utility Infrastructure Providers when using the CMS
component of UK Link; and

2.6.2 DSC Third Party’s when using UK Link Portal.

Authorised Representatives (GT D 5.5.3)

2.7

2.8

29

Each UK Link User designates and authorises Authorised Representatives within their
organisations to use UK Link.

The process of designating Authorised Representatives as Authorised Representatives is
the responsibility of the UK Link User and is managed and administrated by LSOs.

The criteria which Authorised Representatives must meet to be designated as Authorised
Representatives is determined by each UK Link User. UK Link Users acknowledge that
they are responsible for assessing whether relevant Authorised Representatives have

Page 5 of 31 Version 1.1 For Approval
Implementation date: October 2017



UKLBD1

210

212

213

214

attained the competence in the use of the UK Link functions to which they are to be
granted access and that the CDSP does not make any such assessment.

For the UK Link Portal the LSO is responsible for assigning access to UK Link to those
Authorised Representatives who are appropriately authorised to use the relevant services

within UK Link Portal.

The methods, processes and security measures by which Authorised Representatives can
access UK Link are prescribed on a service by service basis. Details of each can be
found in the relevant sections of this Operating Framework.

All Authorised Representatives have a general responsibility to help maintain the security
of UK Link and the information or data held in UK Link including Uniform Network Code
information. Their responsibilities include taking steps with a view to ensuring that they:

2.12.1 are aware of this Document and their organisation's own security policies;

2.12.2 are aware that they are responsible for all use made of any UK Link User Identity
allocated to them;

(a) safeguard their password by:

(b) choosing a secure and appropriate password, as defined in this Operating
Framework;

(c) keeping it secret from everyone else, including their manager; and

(d) memorising it carefully rather than writing it down or programming it in any
way.

are vigilant for misuse of UK Link or information or data held in UK Link and report any
suspect activity to their Local Security Officer or their line manager or the CDSP; and

do not engage in any other activity which is contrary to this Operating Framework.

CDSP Service Desk

215

The CDSP Service Desk is the first point of contact on all security matters for LSOs. Its
security responsibilities include:

2.15.1 where the LSO is unable to service a request, the CDSP Service Desk will receive
requests from LSOs for changes in system access rights for the Applications for
which they are authorised. These requests will be routed to the Central UK Link
Security Administrator;

2.15.2 providing a first point of contact for reporting suspected security breaches for UK
Link Users excluding the CDSP.

Central UK Link Security Administrator
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2.16

217

The UK Link Security Administrator will action requests by LSOs to provide access for
Authorised Representative to UK Link, only where the LSO is unable to service a request
themselves.

The UK Link Security Administrator may be supported by one or more deputies to ensure
cover is provided at all times. The UK Link Security Administrator has overall responsibility
for all actions of his or her deputies. References to the UK Link Security Administrator in
this Document should be read as including Deputy UK Link Security Administrators unless
otherwise stated.

Central UK Link Security Manager

218

This role is provided by the CDSP. The UK Link Security Manager provides a central
focus and overall responsibility for this Document and is responsible for:

2.18.1 providing a single point of contact for UK Link Users on this Operating Framework;
2.18.2 maintaining this Document and associated security procedures;

2.18.3 supporting the management of UK Link on security matters;

2.18.4 managing information security risks in UK Link;

2.18.5 development of UK Link security standards and procedures;

2.18.6 providing overall co-ordination in the investigation of security incidents.

2.18.7 providing support on security matters for Local Security Officers;

2.18.8 responding to security incident reports and initiating the incident resolution

procedure, including reviewing system audit logs to investigate unauthorised
activity.

General Responsibilities

3

3.1

4.1

UK Link Access Requirements
Access to UK Link will be granted to UK Link Users provided that the UK Link User:-

3.1.1  (where such UK Link User is a signatory to the Code) has successfully completed
the User Admissions Process and been given live status; and

3.1.2 has nominated and registered a Local Security Officer.
Access Control

The following principles for communication between the CDSP and UK Link Users are
designed to ensure that unauthorised persons do not gain access to UK Link and the
information and data held in UK Link:

4.1.1 all Local Security Officers must be registered with the CDSP;
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4.1.4

4.1.2 the UK Link Security Administrator liaises only with Local Security Officers
regarding account queries such as password resets and/or creations;

4.1.3 the CDSP Service Desk provides the initial point of contact;

in all communications with the CDSP, Local Security Officers must authenticate
themselves.

Each of the above requirements is explained more fully in the sections below.

4.2

4.3

4.4

Registration of LSOs

4.21 Al LSOs must register with the CDSP in order to make access requests on behalf
of a UK Link User.

4.2.2 The purpose of this registration is to lodge identification details for use by the UK
Link Security Administrator which are used to authenticate future communications.
This reduces the risk that the UK Link Security Administrator may set access to a
UK Link User’s information at the request of an unauthorised person.

4.2.3 The registration details required from the LSO are:

(a) organisation name;

(b) UK Link User Identity (i.e. organisation short code)

(c) full name;
(d) one or more contact telephone numbers
(e) registered email address;

f which Application(s) the LSO is responsible for.

4.2.4 These details will be maintained by the CDSP in the LSO Register. Full details of
the registration process are contained in the Local Security Officer (LSO)
Registration Form available from the CDSP.

LSO as Single Point of Contact

4.3.1 The UK Link Security Administrator liaises only with registered LSOs on Security
Service Requests.

4.3.2 Where an LSO requires User Identity creation, deletion or amendment for Gemini
UK Link, this must be performed using the template available from the CDSP.

4.3.3 All other UK Link System applications utilise self-service functionality for LSOs and
therefore do not require routing to the CDSP Service Desk. Any other calls to the
CDSP Service Desk, which relate to security access, will be refused and users will
be required to refer the matter through their LSO.

Service Desk as the CDSP Point of Contact

Page 8 of 31 Version 1.1 For Approval
Implementation date: October 2017



UKLBD1

441

442

443

4.4.4

The UK Link Security Administrator only deals with security matters when contact
is initially made through the CDSP Service Desk.

Any security incident matter may be reported by any user directly to the CDSP,
who will follow the incident management procedure. This ensures that the
communication is properly registered and, where necessary, followed up in order
to meet the CDSP performance targets.

The CDSP Service Desk refers communications on security directly to the UK Link
Security Administrator, who authenticates the LSO as the originator. The UK Link
Security Administrator shall then liaise directly with the LSO when servicing the
request.

The UK Link Security Administrator shall only provide responses pertaining to
security access related requests via email to the LSO’s registered email address.

4.5 Confirmation and Audit of Security Requests

451 In all communications with the UK Link Security Administrator, Local Security
Officers must authenticate themselves on security matters with the UK Link
Security Administrators

4.5.2 The following rules are applied to communications between the CDSP and LSOs:
(a) If not self-service, details of the Security Service Request from the LSO

shall be recorded. The LSO may raise these via telephone or email. The
CDSP Service Desk logs all contacts with LSOs by creating a service
request ticket.

(b)  Email communications must only be sent from the registered email address
of the LSO.

(c)  The Security Service Request response will ONLY be provided to the
registered email address of the LSO, regardless of the method of receipt of
the Security Service Request.

5 Operational Security Measures (UK Link Terms and Conditions Clause 7.1)

Access to UK Link

5.1 Authorised Representatives cannot gain access to UK Link without supplying a valid UK
Link Identity and password. The rules governing the use of UK Link Identities and
passwords are set out in the table at 5.3 below.

5.2 UK Link contains separate user logins for each of the four UK Link services:
5.2.1 UK Link Gemini On-line Services (including LSO Administration Facilities);
5.2.2 UK Link Network User Gateway (User Gateway);
5.2.3 UK Link Portal (access to UK Link Online Services and Data Enquiry services

(DES)); and
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5.2.4 Contact Management Service (CMS).
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5.3 Summary of UK Link Logins (UK Link Terms and Conditions 5.2, 5.4, 5.5 and 7.1.1)

UK Link Gemini On- | User Gateway UK Link Portal Contact
line Services Management
Service

Authentication type | UK Link Gemini User Gateway UK Link Online CMS Access

Functions Services and

User Identity and DES access User Identity and
User Identity and password password
password User Identity and
password
UK Link Identity
Assigned to AR UK Link User or AR AR
UK Link Identity

Sharing by ARs No Yes No No
permitted?
Concurrent sessions | A single session of Yes No Yes
possible? each of UK Link

Gemini and UK Link

Gemini Exit may be

run concurrently.
Format ‘External’ ARs — (i.e. aaaUSER, where The UK Link The UK Link

ARs not within
National Grid NTS or
the CDSP):
XTTTnnn, where X is
constant, TTT is the
3 character Short
Code denoting the
User, nnn is the
distinguishing
number.

ARs within National
Grid NTS or the
CDSP;

aaa99 or aa999,
where aa(a) is the
AR's initials and
99(9) is a
distinguishing
number.

aaais a UK Link
Identity

Identities will be
system generated
based on the users
first and last names.
If there is already a
user within the
system with the
same first and last
name, the system
will automatically
generate a number
against the user
identity e.g.
JohnSmith1. This
number will
increment by one for
every User in the
system with the
same first and last
name

Identities have a
length between 5
and 25 characters.

It can contain the
following special
characters
(underscore, dash or
dot).

It must not contain
spaces or commas.

Once the user
identity is created, is
cannot be changed
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Lifetime Disabled after 90 Unlimited Unlimited Unlimited
days if not used.

How added UK Link Gemini By UK Link Network | LSO creation LSO creation
Functions Support when

By UK Link Security
Administrator in

setting up UK Link
Gateway for new UK
Link User

The allocated LSO
for an Organisation
will create the user,

Xoserve create the
LSOs and allocated
LSOs can create

response to LSO allocate the CMS users
request. application services
and request service
roles
How removed UK Link Gemini By UK Link Network | LSO deletion LSO deletion
Functions Support on removal

By UK Link Security
Administrator in
response to LSO
request

of equipment or
when LSO notifies
as redundant

The allocated LSO
for an Organisation
can permanently
delete a UK Link
Identity. The LSO
can also, disable
accounts or remove
services without
deleting the entire
account. Once

The allocated LSOs
for an Organisation
can permanently
delete a user. Once
deleted the UK Link
Identity and email
address cannot be
reused. The LSOs
can also enable,
disable and unlock a

deleted the UK Link | UK Link User.
Identity and email
address cannot be
reused.
Password
Length 6-8 characters. Minimum 6 8-16 characters Minimum 8
characters characters
Format Alphanumeric. LSOs | No restrictions. Must contain at least | Contain a

must advise ARs on
good practice

1 numeric character,
6 alphanumeric
characters (A-Z, a-z,
0-9), 1 uppercase
character and 1
special character.

combination of letter
and numbers, at
least 1 uppercase
letter (A-Z), at least
1 number (0-9), at
least 1 special
character (no
spaces allowed).

When first created
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as a user, the
password is system
generated.

Lifetime

31 days maximum

Unlimited

45 days

Passwords require
resetting every 90
days.

Password change
reminder is sent 1
day prior to
expiration

How changed

Automatic

AR is prompted on
expiry and enters
new password

Manual

LSO raises a support
call on behalf of the
AR requesting a
reset to be
undertaken by the
UK Link Security
Administrator

By UK Link Network
Support in response
to request from UK
Link or External UK
Link User via the UK
Link Security
Administrator

Self service

Upon first access,
the UK Link Identity
and temporary
password are given
which prompts a
new password
request and 3
security questions to
be answered.

Following this, users
can change their
passwords at any
point

LSOs can also
change passwords
on a user’s behalf

Automatic

A password change
reminder is sent to
users 1 day prior to
expiration.

Manual

Authorised
Representative can
login to Access
Controls and change
their password.

If a user forgets their
password, they the
LSO can reset it.

Note: The password
cannot be one of the
12 previously used
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54 Access to UK Link Gemini

Detailed policy for access to UK Link Gemini is provided below under the following

headings:

5.4.1 User |dentities

5.4.2 Passwords

5.4.3 Logins

5.4.4 Access to Gemini Business Activities
5.4.5 Access to Gemini Data

5.4.1 AR User Identities

UK Link Users are responsible for all actions performed with their User Identity(ies). To
increase auditability:

(a)
(b)

User Identities must not be shared by groups of ARs;

User Identities must never be re-allocated to another AR.

The User Identity is used to:

(c)
(d)
(e)

control access by an AR to UK Link Gemini;
control access to business activities and data within Applications;

log the user's actions on the system where required.

Ability to request creation / deletion / amendment of User Identities and reset of AR passwords
may only be undertaken by the LSO registered with the UK Link Security Administrator for the
relevant Application) using the template available from the CDSP.

Allocation of AR Access

(f)

An LSO may request a new User ldentity and specify its access rights using
Security Access Request Form available from the CDSP. The same request is
used to modify the access rights of an existing user identity. The process includes
actions to:

(i) validate the authenticity of the request;

(ii) ensure that the request is approved by an appropriate LSO;

(iii) set up the requested user profile comprising the roles requested by the
LSO, provided it is appropriate to do so; and

(iv) issue a User Identity and password to the LSO.
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Validation of AR Access

(9)

(h)

(i)

Every twelve months, the UK Link Security Administrator issues to LSOs reports
listing:

(i) the User Identities given to AR’s as currently defined on the system for the
User,;
(ii) the role(s) available to each User Identity used by an AR.

LSOs are responsible for checking these reports and should notify the UK Link
Security Administrator of any errors or redundant AR User Identities via the
template available from the CDSP.

LSOs may request such reports more frequently. Such reports may be
chargeable.

Removal of AR Access

)

(k)

(1)

54.2

LSOs must contact the UK Link Security Administrator in order to delete User
Identities.

LSOs are responsible for requesting the deletion of ARs who no longer require
access to UK Link Gemini, for example following resignation, dismissal or transfer
to non-UK Link duties. LSOs should use the template available from the CDSP to
request deletion of User Identities as soon as they are no longer required.

UK Link Gemini automatically disables User Identities for which three consecutive
unsuccessful login attempts are made. If a User Identity is not used for 90 days,
UK Link Gemini disables the account and the User will be unable to access the
account. They will need to request that the account be enabled by the UK Link
Security Administrator via their LSO.

Passwords [UK Link Terms and Conditions 5.4, 5.5]

(a) UK Link Gemini password administration can only be accessed after an
Authorised Representative has entered a password known only to him or her.
For new user accounts, or following a password reset by the UK Link Security
Administrator, the User shall be required to change the password when he or
she logs in for the first time.

(b) UK Link Gemini validates passwords to ensure that they meet the
requirements set out in the table at 5.3 of this Operating Framework.

(c) LSOs must provide ARs with advice on selecting strong passwords which are
both memorable and difficult to guess by others, for example:

(i) by avoiding names of relations, football teams, car registration numbers
and other passwords which are closely associated with the Authorised
Representative;

(i) by avoiding dictionary words;
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54.3

54.4

54.5

(i) by making an AR's new password different from the his or her previous
password in at least 4 character positions; and

(iv) by avoiding repeating characters or groups of characters (e.g."AAA",
"ABAB").

(d) Passwords are stored so that these cannot be accessed and used in a way
that was not intended. Passwords never appear on screens or in any form of
printed output.

Login

(a) UK Link Gemini displays a screen warning potential users that unauthorised
access is not permitted. Following login an AR may change his or her
password.

(b) If alogin fails, the User will be informed that the password is invalid. No
further information will be provided to assist the User.

(c) A timeout operates for each User session. If no activity is detected for a
defined period, the session is terminated and the User must log in again. The
timeout period is set by default to 120 minutes.

Access to UK Link Gemini Business Activities

(a) Access to UK Link Gemini by identified and authenticated Users is controlled
by allocating ARs to one or more roles, each of which may carry the authority
to perform one or more business activities. In UK Link Gemini, roles are
known as user roles and business activities are known as functions,
corresponding to Authorised Representative menus and screens. Although
an AR may be allocated several roles, he or she must select a single role for
use at any one time.

(b) A role may give access to more than one business activity and a business
activity may be undertaken by a number of different roles. These are
described further in Appendix E — Gemini Security.

(c) Changes to roles and the authorities which they confer are effective
immediately after they are made by the UK Link Security Administrator. More
information with respect to the roles are provided in Appendix E - Gemini
Security.

Access to UK Link Gemini Data

(a) UK Link Gemini provides access to the data which an AR can view or update
using the business activities available through his or her allocated role(s).

(b) ARs may only enquire on or update certain Uniform Network Code data which
relates to a specific UK Link User where they have been assigned to the
appropriate Business Associate Code.
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5.5

5.6

(c) Where an AR needs to access data related to more than one Business
Associate Code Users must contact the CDSP to enter into arrangements to
facilitate such access. Once appropriate authorisation is received each User
Identity for that UK Link User will be assigned access to the relevant Business
Associate Code(s).

Access to Batch File Transfer

5.5.1

5.5.2

5.5.3

554

5.5.5

User Identities [UK Link Terms and Conditions 5.2]

(a) A single UK Link Identity is allocated to each UK Link User with access to the
Batch File Transfer service. This User Identity is used to control access by a
User's ARs to the UK Link Gateway.

(b) Each UK Link User is accountable for the use of its UL Link Identity.

(c) LSOs should inform the UK Link Security Administrator of redundant UK Link
Identities within 5 working days of their no longer being required.

Passwords [UK Link Terms and Conditions 5.4, 5.5]

The password is set by the UK Link Security Administrator when the Batch File
Transfer service is set up for a UK Link Identity on a UK Link Gateway. UK Link
Users are required to implement on their own systems measures (for example a
personal user identity and password) which permit access to Batch File Transfer
facilities only to authorised personnel.

Login
Users of Batch File Transfer must complete a login sequence, regardless of the

method (FTP, shared drives etc.) which the user has chosen to access the UK
Link Gateway.

Access to Business Activities

Business roles are not defined in Batch File Transfer.

Access to Data

UK Link Users have the following access to data on the UK Link Gateway:

(a) files sent and received: full read and delete access;

(b) audit trails: read only.

Access to UK Link Portal

5.6.1

5.6.2

The UK Link Portal provides single sign on access to UK Link Online Services
and/or Data Enquiry Services depending on a UK Link User’s authority to access.

In order for an AR to access the UK Link Portal, they must agree to the terms of
use. If a user does not agree to these Terms, they are not entitled to use the
Website and must immediately leave it.
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5.6.3
(@)
(b)
()
(d)
5.6.4

5.6.5

5.6.6

5.6.7

5.6.8

UK Link Identities

Each account must have a unique user identity assigned.

The CDSP will provide the services of LSO to DSC Third Parties.

LSOs will not be able to manage or see the details from any other organisation.
When creating a UK Link Identity the Organisation(s) that can be displayed and
selected will only be specific to those that the LSO can act on behalf of.

To create a UK Link Identity, the following information is mandatory:

(i) First Name

(ii) Last Name

(iii) An Email Address

(iv) Organisation

The email address provided does not have to be associated to the AR. It can be the LSOs
email address for example. Please be aware that all notifications regarding a UK Link
Identity will be sent to the email address registered.

Once a UK Link Identity is created, the services that they are able to see and access
through the Xoserve Services Portal is dependent on the services the LSO assigns to

them.

Passwords

(a) When a UK Link Identity is created for the UK Link Portal, the temporary password
is system generated, 2 emails are sent to the AR. The 1st will detail their UK Link
Identity (system generated) and the 2nd will detail their temporary password (also
system generated). Upon first access, the Authorised Representative will be
required to enter a new password and provide three security questions.

(b) The password must adhere to the defined password policy as set out in the table
at 5.3 of this Document.

Login

(a) When logging into the UK Link Portal, if an Authorised Representative enters their
password incorrectly 5 times, their account will automatically lock. In order for a
UK Link Identity to be unlocked, the Authorised Representative must contact one
of their LSOs.

(b) In the absence of the LSO, the CDSP can unlock UK Link Identities. However, the

first point of call and ultimate responsibility lies with the organisation LSOs.

User Account Management
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(a) Once a UK Link Identity is created, it will not disable/delete automatically despite
inactivity. The CDSP reserves the right to conduct audits on UK Link Identities
and engage with UK Link Users regarding the results.

(b) Whilst this activity will be conducted by the CDSP, it is the LSOs responsibility to
manage their UK Link Identities.

5.7 Access to Contact Management System
5.7.1 UK Link Identities

(a) The UK Link Identity must be unique for each Authorised Representative and
cannot be shared or reallocated. It must adhere to the criteria set out in the table
at 5.3 of this Document.

(b) The ability to create, delete, amend, enable, disable and unlock UK Link Identities
and to reset Authorised Representative passwords may be undertaken by the
registered LSO.

(c) The registered LSO for a UK Link User is responsible for creating UK Link
Identities and assigning the correct organisation and provisioning the required
services. To create a UK Link Identity the following information is mandatory:

(i) First Name

(ii) Last Name
(i) User Identities
(iv) Email Address
(v) Organisation

(d) Once created, the UK Link Identity will not disable after any period of inactivity. It
is the responsibility of the LSOs to manage any UK Link Identities no longer in
use.

5.7.2 Passwords

(a) When a UK Link Identity is created for CMS is created, the password is system
generated.

(b) Once successfully created, 2 emails are sent to the AR. The 1% will detail their UK
Link Identity and the 2" will detail their system generated password.

(c) An AR may change his or her password at any time. The system will send an
automatic ‘Password Change’ reminder, 1 day prior to the expiration.

(d) CMS validates passwords to ensure that they comply with the requirements set

out in the table at 5.3 of this Document.
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6.1

6.2

6.3

6.4

6.5

5.7.3 Login

(a) Following login an AR may change his or her password by accessing ‘My
Account’ details.

(b) When logging into the system, if an AR enters their password incorrectly 3
times, their account will automatically lock. It is the responsibility of the LSO
to unlock the account.

AUDIT TRAILS
This section describes the audit trails and information retained to provide a record of

Uniform Network Code communications.

The CDSP must retain a complete and chronological record of UK Link Communications
for the relevant periods as defined below.

Audit Trails Provided by UK Link System

6.3.1 Audit trails are recorded by several of the elements of UK Link at the point at
which the auditable activities occur. For example:-

(a) successful UK Link Gemini on-line transactions are recorded;

(b) information about batch files transferred to or from UK Link Users;

(c) the Active Notification System (ANS) records messages sent; and

(d) changes to a UK Link Users and UK Link Identities and passwords are

recorded by the security components.
Each of these audit trails is described below.
Retention of Audit Trails (GTD 5.8.1)

6.4.1 The CDSP retains data in line with the CDSP retention policy and will retain audit
trails so that these are attributable to AR where relevant.

Provision of Audit Trails to UK Link Users

6.5.1 Information may be retrieved by one of the following methods, depending on the
facilities available in UK Link component which maintains it:

information currently retained on-line:

(a) by on-line enquiries;

(b) by on-line request of batch reports;

(c) by written request to UK Link Security Manager to obtain reports;
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information currently retained in archive:

(d)

by written request to UK Link Security Manager to obtain reports.

6.5.2 LSOs should submit written requests to the UK Link Security Manager stating what
is required and for what reason. The CDSP reserves the right to make a charge

for provid

(a)

(iii)
(iv)
6.6 UK Link Gemini

Description

ing copies of audit trails.

UK Link Users may only request relevant sections of an audit trail
comprising records relating to:

access to and use of UK Link by the UK Link User’s own ARs;

access to and use of UK Link from any person via the UK Link User's
Gateway;

access to and use of the UK Link User's data by any person;

transmission of files to and from the UK Link User.

6.6.1 A complete audit trail of the on-line communications between the CDSP and the
UK Link User is provided through database transaction audit trails which record:-

(a)

(b)

(c)

(d)

details of the enquiry and update transactions executed by ARs (further
detail is provided in section 0);

changes to UK Link Gemini roles, business activities, and authorities by
the UK Link Security Administrator;

the retention of Uniform Network Code data in the UK Link Gemini
database, which allows information previously communicated to be
obtained retrospectively by either party;

changes to User Identities and passwords by the UK Link Security
Administrator.

Transactional Audit Trail [GTD5.8.1]

6.6.2 The information is captured within the transaction processing system. The audit

trail includes:

(a) the action which was taken (create, update, delete, send, receive);
(b) the data which was affected (which fields, records or files);

(c) the identity of the AR performing the action;

(d) the date and time at which the action was taken.
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Database Information [GTD5.6.2]

6.6.3 UK Link Gemini retains a history of all communications containing a UK Link
User's final committed values on each gas flow day.

6.6.4 This history is retained on-line in the database for a limited period during which it is
available for enquiries. UK Link Users may request some reports via on-line
facilities. In other cases it is necessary to submit a written request to the CDSP.

6.7 Batch File Transfer

Description

6.7.1 A complete audit trail of information about the batch communications to and from
the UK Link User is provided by:

(a) the UK Link Network audit log (described in further detail in 6.7.2);

(b) copies of the transmitted files retained for a limited period on the
Gateways (described in further detail in 6.7.4);

(c) copies of the transmitted files retained by UK Link (described in further
detail in 6.7.6).

UK Link Network Audit Log [GTD5.8.1]

6.7.2 The UK Link Network audit log contains details of actions on all files sent from and
received by the UK Link User. The following information is recorded:

(a) name of the message file;

(b) action taken: sent, received, re-tried etc.;
(c) whether successful or unsuccessful;

(d) date and time of action.

6.7.3 The audit log recorded on the UK Link User's Gateway can be read by the UK Link
User. The CDSP reads the logs from all UK Link Users' Gateways and
consolidates these into a single log accessible by the CDSP.
Files Retained on Gateway
6.7.4 A copy of each file sent from the CDSP is retained:

(a) on the CDSP Gateway for a period of ten calendar days;

(b) on the UK Link User’'s Gateway for a period of ten days or until the files
are deleted by the user, whichever is the sooner.
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6.7.5 A copy of the files sent by the UK Link User is retained on the UK Link User's
Gateway as defined in the UK Link File Transfer Guide or until the files are deleted
by the UK Link User, whichever is the sooner.

Files Retained by UK Link (GTD 5.8.1)

71

7.2

7.3

7.4

7.5

7.6

7.7

6.7.6 A copy of the files sent and received by the CDSP is retained on UK Link in
accordance with the CDSP Data Retention Policy.

Security of Connected Systems

This section describes technical security measures which each UK Link User shall

implement in respect of any systems connected via the UK Link Network to UK Link. The
purpose of these measures is to prevent a poorly controlled system placing other systems
in the UK Link Network at risk of unauthorised access (either intentionally or accidentally).

The security controls in UK Link support best practice requirements as set out in
ISO27001.

The CDSP shall undertake formal risk assessments of the security controls in UK Link at
least every two years to assess the adequacy of such security controls and identify areas
where improvements may be necessary.

It is strongly recommended that UK Link Users to ensure that their local security policies
are compliant with ISO27001 or Cyber Essentials (as appropriate for the size of the UK
Link User’s organisation) - https://www.cyberaware.gov.uk/cyberessentials/.

UK Link Users should take all reasonable and prudent steps to prevent, by the use of
firewalls or other means, the possibility of any communications between the UK Link
Network and any other external network, including the Internet, being accessed
inappropriately.

UK Link Users are responsible for all access to UK Link originating from or routed through
its physical location whether authorised or not.

UK Link Users should take all reasonable and prudent steps to protect itself against
unauthorised access to its systems and networks via the UK Link Network.

Requirements for Systems Connected to UK Link

7.8

7.9

UK Link Users may implement firewalls between their UK Link Gateway/Router and their
own network. Although UK Link may need to be configured to recognise the existence of
the firewall, administration of the firewall is entirely the responsibility of the UK Link User.

Uniform Network Code data is not encrypted whilst passing over the UK Link Network. UK
Link Users are therefore advised to implement appropriate measures to safeguard data
passing over their local area networks.

Requirement for Automatic Login by Software

7.10

UK Link Users may implement an automatic login to UK Link Gateway, in which the Uk
Link Identity and password are hardcoded into the software on the connected system. All
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of the requirements in this Document must be met by UK Link Identities and passwords
used in this way and the UK Link User to which they have been allocated remains
responsible for their use.

Security of physical Equipment

7.1

8.1

8.2

8.3

9.1

Much of the information held on the UK Link Gateway will be commercially sensitive and
therefore for both security and insurance purposes UK Link Users should ensure that the
equipment is housed in a secure area. Any keys which give access to the equipment must
be kept in a secure place and authorised staff of the CDSP or its subcontractors must
have on-site access to the keys for maintenance and support purposes.

Virus Protection (UK Link Terms and Conditions 7.2)

UK Link Users are required to have procedures in place to prevent harmful code or
programming instructions from being transmitted to one another, or where received, to
ensure that such code has no impact. Guidance regarding the minimum processes and
procedures that should be in place for each UK Link User are set out below: -

8.1.1 incoming media and communications should be checked for viruses before any
data and/or software is read into the destination system or the contents of the
media are displayed;

8.1.2 installing as soon as is reasonably practicable any associated patches provided by
software / hardware vendors to maintain the integrity of the system components;

8.1.3 appropriate network level protection to identify and prevent unauthorised access;

8.1.4 Implementation of measures to check both incoming and outgoing Batch File
Transfers for viruses. Outgoing messages should be checked at the last
practicable point prior to placing the message on the UK Link Gateway for
transmission to the other party. Incoming messages should be checked at the first
practicable point after retrieving the message from the UK Link Gateway and
before the data and/or software is loaded into the receiving system.

The CDSP implements additional measures with the aim of ensuring that UK Link remains
free of malicious software. The CDSP will provide appropriate security controls prior to
installation of UK Link Gateways and will conduct periodic sweeps of the servers.

Notification of Virus Contamination [UK Link Terms and Conditions 7.2 (b)]

8.3.1 If a UK Link User, suspects virus contamination, then no further attempts must be
made to read batch data from or write batch data to the UK Link Gateway. The
LSO must report the infection to the UK Link Security Administrator according to
the Security Incident Resolution procedure set out in this Document.

Notification of Unauthorised Access (UK Link Terms and Conditions 7.1.3 —-7.1.5)

Notification of unauthorised access to UK Link shall follow the process set out at section
10 of this Document.
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10

101

10.2

10.3

Security Incidents (UK Link Terms and Conditions 7.1.2 - 7.1.5 & 7.2 (b))

A security incident is a suspected security failure. The facts are established by
subsequent investigation. LSOs should ensure that all ARs are aware of what constitutes
a security incident.

The details of the actions to report and resolve security incidents are described in the
following Security Incident Resolution procedure.

The incidents which must be reported include:
10.3.1  unauthorised access to UK Link or any information on UK Link;

10.3.2 access to information which should not be permitted by virtue of an Authorised
Representative's role;

10.3.3 misuse of UK Link Identities (e.g. sharing);

10.3.4  receipt of information intended for another UK Link User;

10.3.5 illegitimate use of UK Link information (e.g. disclosure to third parties);
10.3.6  computer virus contamination;

10.3.7 unauthorised modification of UK Link information;

10.3.8  malfunction of security controls in UK Link;

10.3.9 tampering with UK Link equipment

10.3.10 unauthorised changes to the UK Link software or to the configuration of the UK
Link hardware or networks

10.3.11 any other incident which could result in alteration, delay, disruption or loss of UK
Link information.

UK Link Users (UK Link Terms and Conditions 7.1.2, 7.2 (b))

10.4

If a UK Link User becomes aware that the security of UK Link has, or has been potentially
compromised, the LSO must immediately notify the CDSP by telephoning the CDSP
Service Desk.

The CDSP (UK Link Terms and Conditions 7.1.3, 7.2 (b))

10.5

10.6

If the CDSP detects that the security of UK Link has been compromised, it must notify all
UK Link Users affected immediately.

Security Incident Resolution (UK Link Terms and Conditions 7.1.4, 9.1.1)

10.6.1 UK Link Users, and the CDSP must take reasonable steps to assist each other in
the investigation and resolution of security incidents. Each UK Link User and the
CDSP shall bear their own costs in any such investigation.
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10.6.2 In addition to the provisions of the UK Link Terms and Conditions, section 9.1.1,
with respect to disconnection of a UK Link User, the CDSP is entitled to withdraw
access from an AR with immediate effect if it has reasonable grounds to believe
that a breach of security has occurred.

10.6.3 An AR cannot log in to UK Link Gemini after access is withdrawn and the AR's
access cannot be restored by the LSO. In these circumstances the CDSP
discusses the position with the LSO and agrees if and when access should be
restored.

10.6.4 The UK Link Security Manager further co-ordinates the response to any security

incident by:
(a) notifying all affected parties by relevant means. This includes all UK Link
Users:
(i) which information has been accessed;
(i) to whom the accessed information relates, if different.
(b) immediately taking action:
(i) to prevent a repetition of the security failure;
(i) to restrict the impact of the security failure;
(c) launching an investigation into the cause of the security failure, with the

assistance of LSOs where required;

(d) discussing with UK Link Users possible steps to reduce the risk of further
unauthorised access;

(e) implementing agreed solutions;/

(f) notifying all UK Link Users of the action taken.

11 Data Protection

11.1

For the purposes of this section 11 Data Protection Legislation means the Data Protection
Act 1998 and any successor to such legislation including but not limited to General Data
Protection Regulation (EU) 2016/679)).

Each UK Link User acknowledges that UK Link contains Personal Data as defined by the
Data Protection Legislation.

Each UK Link User is responsible for ensuring that it complies with Data
Protection Legislation in respect of any Personal Data which it processes on its own
computer systems, including those connected to UK Link via its UK Link Gateway/Router.

Each UK Link User shall only use the Personal Data held in UK Link in accordance with
UK Link Terms and Conditions and in such a way as is compatible and consistent with its
duties and obligations under Data Protection Legislation.
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APPENDIX A: UK LINK GEMINI SECURITY

1 Introduction

This appendix contains information and current policy details to Uniform Network Code in
relation to the UK Link Gemini elements of the UK Link system.
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2 GEMINI SECURITY ROLES

The security roles in UK Link Gemini have been designed to give flexibility and are built
around specific User Groups rather than the more traditional activity based roles such as
Services, Capacity, and Energy e.g. Nominations; these roles have Update and Read
access although some users may only have read access.

The roles are described in the System Security Access Form for UK Link Gemini -
Explanation for Users available from the CDSP.

In addition to the Update and the Read access, a Super User role (iGMS019) is provided
which may perform the following activities in addition to the update activities provisioned as
part of the Shipper Analyst role (iGMS020). These are:

Set up User Preferences for Entry Capacity auctions

View the INS Nomination Audit Trail

View Price Information History for OCM Trades

View Gas Trade Breakdown Summary for OCM Trades

View the Meter Allocation Agent Relationship for meter details

View various Exit Capacity related screens and reports (these will be for historical
data up to and including 30" September 2012).

onkwn=

Functionality for each role has been established at screen level; where an authorised
representative (AR) requires access to a screen, which is only allowed via update mode
additional functionality has been provided to allow this — usually a view button. In limited
cases hybrid roles have been created for User Groups in UK Link Gemini and are a legacy
of security roles in the previous system, which was AT LINK.

The following example shows how a security role is established within UK Link Gemini.

ENTRY CAPACITY (Example | Example Role Example Role Example
Only) Role
CAPACITY TRADING IGMS019 IGMS020 IGMS021

Trade Parameters

Setup Parameters Q Q Q

Bulletin Board

Post Trades To Bulletin Board | A,M,Q,Vw AM,Q,Vw Q,Vw

Trading
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Trading AM,Q,Co,R,Wdr,Vw | AM,Q,Co,R,Wdr,Vw | Q,Vw

Constraint History

Constraint History Q Q Q

Setup Shipper Preferences

Legend

A Add

M Modify

Q Query
Vw View

Co Confirm
R Reject
Wdr Withdraw

MAPPING OF UK LINK GEMINI SCREENS TO USER ROLES

Each screen has different functionality; access to this functionality is controlled by Security
Roles; there are no “modes” in the UK Link Gemini system. For a User to have access to all
available functionality the User will require a “Super User Role” which is normally only
allocated to small number of authorised personnel e.g. an LSO.

Accessing a part of the system requires different functionality; User Roles have been
developed to serve User groups. The roles are flexible and can be enhanced or reduced in
abilities as necessary. By shaping Security Roles around Users the number of roles needed
by a User to carry out their job can be kept to a minimum — usually 1 or 2. Users with more
than one security role can switch roles when logged onto the UK Link Gemini system.

3 Access Control

In general this will be the same as AT LINK, refer to section 3.5.1 onwards of this manual.
There are some differences, which are identified as follows: -
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3.1 Standard Roles

In UK Link Gemini the roles have been defined in the previous tables to this section.

4 CITRIX

This is an entirely new process that has been introduced with UK Link Gemini and facilitates
the speed at which the BA User will be able to access and change information in the UK Link
Gemini system; as part of the BA set-up process the new user will have already checked
that the “Connectivity” for Citrix is working correctly during the installation process to their
computer systems. Access to UK Link Gemini via CITRIX is an essential requirement to both
the UK Link Gemini screens and the UK Link Gemini APIs. UK Link Gemini screens are
delivered via a CITRIX client. In order to gain access to application, you must first login to
the CITRIX server; this is in addition to your login to the application itself.

Upon attempting entry to the UK Link Gemini system via a BA’s own computer system the
Application Portal for MetaFrame XP should appear; with in the Citrix log in page, enter your
Login Username and Password and click on the “Log In” button - see the screen image
immediately below. Your CITRIX username and password will be independent of your UK
Link Gemini application username and password.

a1
File Edit View Favorites Tools Help ‘i
EBack v = - (@D 4t | Qsearch [EFavorites Giveda ¢4 | BN Sb

Address | https:/jcsg.gemini-test.com ~| @0 [tnks >

Citrix+

MetaFrameXP

Welcome

Please log in

Login )

To log in to the application portal, enter your credentials and click Log In.

If you do not know your login information, please contact your help desk or system
administrator,

MetaFrame XP Message Center

The MetaFrame XP Message Center displays any informational or error messages
that may occur.

&rf you do not have the ICA Client (ActiveX) for 32-bit Windows installed on your
system, you must install the ICA Client to launch the applications.

Select the icon below to install the ICA Client.

&€ 1ca Web Client for 32-bit Windows

Other Clients are available from the Gitrix Client download site

L]
CiTRIX’
I
& F ,7 E | Internet
Hstart ||| B =) ) &) ||[£]metaFrame xp Login- ... =4, 1318

Once you have logged in successfully you will be presented with the CITRIX application
portal that will allow you to go to the GEMINI application via an icon click. This will take you
to the UK Link Gemini login screen - see the next section to this appendix .
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5 User Sign-On

Will be via the IX network and CITRIX; the User will access the GEMINI system by entering
their User id and password into the following log-on screen: -

\a Gemini - Microsoft Internet Explorer E]E

Fle Edt View Favorites Tools Help "

“
& Eact & \ﬂ @ :lj /.WSearch \f‘/"\’{Favontes L5 =2- i\/' W] - _J ﬁ ‘3

Address | ] httpsjjpalmyra.ntt1 Jattice-group.com:B003/forms{login. Fec? TYPE=335544338REALMOID=06-670d3e20-dF36-10b0-958e-831 7Fb2d0000BGUID=8SMAUTHREASON=08MET v | B G0 Links >

Haa28

Access is restricted to authorised users only.

Gemini Copyright : Transco ple all rights reserved
Without limitation, all intellectual property and all
other proprietary and use rights are reserved in the
Gemini system, the RGTA Capacity Regime
Software, the RGTA Capacity Regime Manual, the
lecti of the data d

\ > o
¥ at

and arr

. through RGTA capacity regime and the trade Marks
|GMS "Transco" and "RGTA Capacity Regime".

User ID [x)1M1001

Password
e
Change Password

Best viewed using
Internet Explorer 5.5 and above.
® NGT, 2003, All Rights Reserved. Version 1.0

% Local intranet

i R PR EE EN D T ED m—@g 12146

IMPORTANT NOTE - the above screen is a sample only and may not be exactly how the
latest version may appear.

Having entered a correct User identity and valid password the User will access the User
Interface screen from where they will be able to navigate to any part of the system the
authorised User Role will permit.
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