ANNEXUKLAD1 — UK LINK TERMS AND CONDITIONS

1. Introduction

12
13
14
(@ DSP Available Equipment means th items of com r hardware (incl
firmwar n her ipment which are availabl rovi DSP
described in UKLAD2 — UK Link Required Equipment;
(b)
() Licen ware means the CDSP Availabl ftware which is licen in
rdance with paragraph 4.1 ri in UKLAD2 — UK Link R ir
Equipment) and provided to the UK Link User (in object code or other form), and any
new releases of that software (which may incl hir ftware);
(d)
(e) K Link r Equipment means the hardware (including any firmware) and other
equipment from time to time provided or to be provided by a UK Link User in
rdance with paragraph 3;
16

(a) Processthe process to be followed to become a UK Link User;
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(b) the requirement that a UK Link User requirement-to-procureprocures all necessary

equipment, software and telecommunication equipment, and configuration;

(c) Extentof andthe conditions of access to UK Link;

(d) Issuethe issue of UK Link identification and passcodes;
(e) Availabilitythe availability and downtime_of UK Link;
(f) UK Link security and anti-virus requirements;

(9) UK Link protocols and standards;
(h) the circumstances in which CDSP rights-temay suspend access to UK Link;

(i) CBSPthe provision ef-helpdeskby the CDSP of a Service Desk and further

assistance; and

() Previsiensasshinetaecasinathe pr which K Link r to be a
UK Link User.

42-For the purposes of this ArrexDocument, references to a UK Link User or UK Link Users
exclude the CDSP.

In the case of any conflict between the provisions of this Document and any other part of the
K Link Manual, this Document shall prevail.

Process to be followed to become a UK Link User

UK Link Users shall comply with this ArnexDocument and the-Existing UK Link Manual in
respect of, and as a condition of, access to and use of UK Link.

External UK Link Users

The CDSP may permit persons (other than UNC Parties), within any of the categories set out
in paragraph 2.2.2, to have access to and use of UK Link.

The categories of persons referred to in paragraph 2.2.1 are as-follows:
{byY—Meter Readers;

{e)——UserAgents;-

{d)——Delivery Facility Operators-and-Connected System-Operators;

H—Meter-Asset-Managersand-{g)—any-those listed in Appendix A of this Document and

persons to whom the CDSP provides Third Party Services, whgrg such persons need
K Link r benefit from h Third P rvi

No such person will be permitted to have access to or use of UK Link unless such person has

executed a UK Link User Agreement-er-an-agreement-substantialh-in-the-form-set-out-the-
Existing UK-Link-ManuaH{as-the CBDSP-mayrequire); provided that in the case of the Authority

the CDSP may waive or modify this requirement and such agreement shall not be required to
contain a provision limiting the ability of the Authority to disclose information.
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3.1

3.11

3.2

3.21

3.2.2

2-2.5-Such a person will cease to be a UK Link User in accordance with the provisions (as to

such cessation) of the elevant relevant agreement referred-to-in-paragraph-2.2-3entered into by such
K Link r and the CD

2-2.6-The extent to which any such person may have access to and use of UK Link will be as-

setoutdescribed in the-ExistingUKLBD1 — UK Link ManualSecurity Operating Framework.

UK Link User requirement to procure all necessary equipment, software and
telecommunication equipment, and configuration

Introduction
This paragraph 3 sets out requirements (in respect of the provision of cemputer-hardware_

(including any firmware), telecommunications facilities and equipment and eemputer-software,
and operational requirements_and the making available of relevant requirements) applicable to

UK Link Users in relation to access to and use of UK Link.

UK Link has been designed to function:

(a) on and with certain hardware and software configurations;

(b) inr f UK Link Gemini, in connection with ifi ftware which may n
wnl Lan

() via a w I

Il ri in UKLAD2 — UK Link Required Equipment;

(d) in accordance with the address strategy_as described in UKL AD2 — UK Link Required
Equipment and the routing requiremen ri in the UKL AD3 — UK Link Fil

Transfer Definition; and

(e) {e}in accordance with defined standards and protocols;all as described in the-
ExistingUKLBD3 — UK Link ManuakStandards Guide.

UK Link User Equipment and UK Link User Software

It is the responsibility of each UK Link User, at its own expense {butsubjectto-paragraph—
3:-212)-to-secureto ensure, and a condition of becoming a UK Link User-that-each-UK-Link-
User-secures, that there are provided at its premises or where applicable its User Agent’s, or

any third party's premises en—aeee#daqee—wﬁh—SeenenA#Qél—Zéd%-}ef—the—wmeFm—Netweﬂe
Code)at which the UK Link ipment i (except that the Active Notification

Device need not be held on the premises) and maintalnedand from time to time (as required
by any UK Link Modification in accordance with the Change Management Procedures)
modified, upgraded or replaced, the-cemputer hardware_(including any firmware) and other
equipment, software and telecommunication facilities, and the other facilities and resources,
necessary to enable the UK Link User to access and use UK Link and transmit, receive,
translate, record and store UK Link Communications, as described in the-ExistingUKLAD2 —

UK Link ManualRequired Equipment.

Each UK Link User shall take all reasonable steps:

(a) to secureensure that the_hardware, equipment, software and facilities to be installed
by it in connection with UK Link are adequately protected against damage and security
risks; and
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(b) to implement and maintain at its premises, or, where applicable, its User Agent’s

premises (in-accordance-with-SectionV/2-1-2(e){ior third party's premises at which

the UK Link User's equipment is hosted), the operational environment required for the
operation of UK Link.

3.2.3 In accordance with the-ExistingUKLAD2 — UK Link ManualRequired Equipment, UK Link
Users may be classified according to indicators of expected use of and access to UK Link;
and the minimum scope and configuration of the_hardware, equipment, software, facilities and
resources from time to time to be provided by a UK Link User in accordance with paragraph
3.1 will be determined (as described in the-ExistingUKLAD2 — UK Link ManualRequired
Equipment) by reference to such classification.

3.24 3:2.5Exceptin so far as provided by the CDSP in accordance with paragraph 3.3 it is the
responsibility of each UK Link User to ensure that the UK Link User Equipment and UK Link
User Software comply with the specifications and satisfy the configurations described in the-

ExistingUKLAD2 — UK Link MarualRequired Equipment.

3.2.5 3:26-In accordance with the-ExistingUKLAD2 — UK Link MarualRequired Equipment, in

respect of UK Link Gemini, a UK Link User must obtain and-the-CDSP-will provide-under
licencecertain-of thethe relevant software required to be installed pursuant to paragraph 3.1.

32—

326 328 Where the-ExistingUKLAD2 — UK Link ManualRequired Equipment specifies (in addition
to what is specified for the purposes of paragraph 3.1) any benchmark ("Benchmark UK Link
Configuration") for the specification, standard or configuration of_hardware, equipment,
software or other facilities to be installed pursuant to paragraph 3.1:

(a) a UK Link User shall not be required to seeuregnsure that its UK Link User Equipment
and UK Link User Software comply with the Benchmark UK Link Configuration (but
without prejudice to paragraph 3.1); but

(b) a UK Link User who does not secure compliance with the Benchmark UK Link
Configuration shall be responsible for satisfying himself and securingensuring that the
hardware, equipment, software and facilities installed by him are capable of operating
in accordance with the requirements of this ArrexDocument and GT Section D of the
Uniform Network Code and allowing UK Link to function thereon.

3.2.7 3:29-The Benchmark UK Link Configuration expressly excludes any cemputer-hardware or
software wheosethe functions_of which are beyond the scope of what is required (in accordance
with paragraph 3.1) for the use of and access to UK Link.

3.2.8 3:240-The CDSP agrees that it will, in consultation with the Change Management Committee,
from time to time review the Benchmark UK Link Configuration in the light of technological
developments in the eemputer-hardware and software generally available to UK Link Users
with a view to determining whether it would be appropriate (as a UK Link Modification) to
modify such configuration.
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3-3:2-Upon request by a UK Link User (by notice to the CDSP and otherwise subject to and in
accordance with the-Existing UK Link Manual), the CDSP will provide on hire any CDSP
Available Equipment and/or supply CDSP Available Software.

3:3:4-The terms (including-witheutlimitation terms as to hire and other charges or fees) upon
which the CDSP provides any CDSP Available Equipment or CDSP Available Software, or
maintain any CDSP Available Equipment, shall be those set out in this Document and the
ExistingDSC or UK Link ManualUser Agreement (where applicable), or otherwise agreed
between the CDSP and the UK Link Userand-do-netform-partofthe-DSC_in writing; provided

that where a UK Link User has not entered into an agreement with the CDSP in respect
thereof, it shall be deemed to have agreed to the applicable terms in the Existing-UK Link
Manual.

3-3:5-UK Link User Equipment (including replacement parts) which is provided by the CDSP
shall be deemed to comply with the Benchmark UK Link Configuration.

Premi r ration an istance in ri f CDSP Available Equipmen
Each UK Link r shall pri re i remi r, wher li I r re that i r
Agent pri res i remi in rdance with all r: nable instructions i h

DSP or i ntr: rs and shall make availabl h DSP or i ntr. rs all n r
access to any other facilities at the relevant premises and any other relevant premises for the
r f th livi nd installation of the CDSP Available Equipment.
Th DSP shall ntitl h h UK Link r for any r nabl incurr

h DPr| ntr r fnfllr h KLink r, or, wher
instructions i h DPr| irastors. Each UK Link rhIIm h f
r ring the relevant premi in rdan W|h Il r nable instr ns i h

DSP ori ntr. rs.

If r he CDSP h UK Link r shall promptly provi he CDSP h
nfrm|nn istan h DSP r nably r ires in relation h liv n
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3.3.7 Prior to installation of the CDSP Available Equipmen h UK Link r shall, if requir

he CDSP in th knowl ment (in a form rov he CDSP) of any landlor

m rand an her person with an interest in or ion of the relevant premi

hat th hall have no right, title or interest in the CDSP _Available Equipment, and the UK

Link r shall procure that th DSP Available Equipment shall n me affix r
h real pr

3.3.8 n deliv f the CDSP _Available Equipment, an hori representative of h UK Link
User shall sign a delivery certificate confirming receipt of the CDSP Available Equipment. The

hori representative of the UK Link r shall al ign livi n immediatel
followin ful installation of the CDSP _Available Equipment.

3.3.9 Fromth f deliv f the CDSP _Available Equipmen he relevant premi h UK
Link r shall r nsible for th f hereof and shall k it in ndition
free from dam nd insured for th | val f the CDSP _Available Equipmen
notifi h UK Link r he CDSP from tim im inst all lly insured risk
including thir liability. Each UK Link r will provi he CDSP on deman
nfirmation that it h mplied with thi ligation and will provi he CDSP from tim
im nr f h UK Link r's relevan ifi f insurance. The CDSP.
Available Equipment shall remain the pr f the CDSP or i ntr rs or thir
wner,

DSP Available Equipmen ligation
3.3.10 Each UK Link r shall:

(@ k n he CDSP Available Equipment in rdance with the terms of thi
D ment, all and any manuals relatin h rvi nd th DSP Availabl
Equipment and/or th K Link an her r nable instructions in relation to i

(including any such relating to security policies, procedures and/or methods) provided

he CDSP, and all licable laws, regulations and orders for the tim ing in
force;

(b) Vi xpressl| rmi in writin he CDSP) n | with, make an
hysical, mechanical, electrical or electronic modification, alteration or hmen
he CDSP Available Equipment;

n ign, m har ncumber or | h DSP Available Equipment or
i i n her thir interest;

not remove, alter or obscure any identification mark or plaque or any serial numbers
or other marks placed on the CDSP Available Equipment by the CDSP;

Il times k h DSP Available Equipment in i ion an ntrol h
relevant premi nd not remove it or if licable procure that th r Agen

not remove it from the relevant premises;

(f) not mistr r mi he CDSP Available Equipment;

rant and procure the gran h DSP and i ntr r h h
relevant premi nd the CDSP _Available Equipment an h other facilities fr f
har ren includin wer li itabl h
nnection mmunication links, hardware an her ipmen ftware an

telecommunications facilities, work space, storage, an adequate environment and
space and such other facilities and resources as may reasonably be considered

mmercially n ry for th ration of the CDSP Available Equipment in order
nable them Ir heir righ n ligations under this D ment (includin
Ir ny initial surv f the relevant premi if li | nd work

necessary for the installation of the CDSP Available Equipment at the relevant

remi including any further work m r ir hereafter in order

g
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3.3.12 Where the relevant premi which the CDSP Available Equipment is | re n

wn r controll h UK Link r, then h UK Link r shall procure th Il
rson(s) who own an r control the relevant premi hall in ition nd not in
substitution for) each UK Link User, comply with all of the obligations specified in paragraphs
3. 3. K Link r. Any non- i n
hall m reach h UK Link ran h UK Link r shall
rdingly liable in rdance with the provisions of this Document in r. f an h
reach. Each UK Link r shall, if r h DSP, procur ir n kin
from an h person who owns an r controls the relevant premi reein n
by all relevant provisions of this Document. Any such undertaking shall be in a form approved
he CDSP h roval n nr nable withheld or del
3.3.13 Wher K Link ri ndar r of the relevant CDSP _Available Equipmen
h ipment is shared with a thir nd install h rimar r
remi hen paragraphs 3.2.1 .3.11 shall m men h h UK Link
r shall procure that the prim r of h CDSP Available Equipmen mplies with

3.4

4,

41

411

41.2

such paragraphs.

Means of telecommunication

The means of telecommunication to be used for the purposes of UK Link, including the
telecommunication protocols and requirements as to third party service provider(s) will be as
set out in the-ExistingUKLAD3 — UK Link ManualFile Transfer Definition.

Extent of, and conditions of, access to UK Link

Licence

Subject to the restrictions in paragraph 4-4-24.2, a UK Link User mayshall be licensed for the
purposes contemplated by the Uniform Network Code (including such purposes under an
Ancillary Agreement, Network Entry Agreement or Network Exit Provisions) or the DSC, but
not otherwise, to:

(a) have access to and use UK Link;

(b) use the Licensed Software; and

(c) make use of the-Existing UK Link Manual.

The licence granted in paragraph 4.1.1 to each UK Link User is royalty-free (but without
prejudice to any sum due pursuant to the DSC) and non-exclusive and non-transferable and

shall terminate automatically upon that UK Link User ceasing to be a UK Link User for any
reason.

413

4.2

4.21

422

444-UK Link, the Licensed Software, any accompanying documentation, the-Existing UK Link
Manual and all copyright and other intellectual property rights of whatever nature therein are
and shall at all times remain as between the CDSP and each UK Link User the property of the
CDSP.

Restrictions on the Use of Licensed Software and the Existing-UK Link Manual
A UK Link User may use the Licensed Software only on the UK Link User Equipment.

A UK Link User may not:
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4.2.3

424

4.2.5

4.3

4.31

4.3.2

4.4

(a) copy the Licensed Software, any documentation including any manual accompanying
the Licensed Software, or the-Existing UK Link Manual, except for the purpose of
making two (2) back-up copies of these materials;

(b) sub-license use of the Licensed Software to a third party;

(c) except as may be permitted by law, decompile, disassemble or modify the whole or
any part of the Licensed Software;

(d) charge or otherwise deal in or encumber the Licensed Software or any accompanying
documentation; or

(e) delete, remove or in any way obscure any proprietary notices of the CDSP or a third
party on any copy of the Licensed Software, accompanying documentation or the-
Existing UK Link Manual.

Without prejudice to the provisions as to confidentiality of Section V5 of the Uniform Network
Code or (as the case may be) the agreement referred to in paragraph 2.2.3, each UK Link
User shall:

(a) reproduce the CDSP's copyright notices on any copy made by it of the Licensed
Software, accompanying documentation or the-Existing UK Link Manual,

(b) keep records of the making of each copy of the Licensed Software, accompanying
documentation or the-Existing UK Link Manual and location of such copies, and upon
request forthwith produce such records to the CDSP; and

(c) without prejudice to the foregoing, subject to paragraph 4-2.4,4.2.4, take all such other
reasonable steps which shall from time to time be necessary in the reasonable
opinion of the CDSP to protect the confidential information and intellectual property
rights of the CDSP in the Licensed Software, accompanying documentation and the-
Existing UK Link Manual.

=esent in the D r the UK r Link Agr.

where the UK Link User is in breach of this paragraph 4, paragraph 4.2.3(c) shall not require a
UK Link User to take or join in taking any legal proceedings:{a)— where the UK Link User is
(in its reasonable opinion) justified in declining to do so on the grounds that it does not wish to
be involved in legal proceedings against the particular third party(ies) involved;-and{b}

A UK Link User shall not, and shall not attempt to, download, delete, modify or knowingly
damage or access for any purpose other than as authorised under this ArrexDocument, any

software pregram(including any firmware) comprised in UK Link or installed on any equipment
(other than the UK Link User Equipment) forming part of UK Link.

Interoperability of Licensed Software

To the extent permitted-by under the terms of any head licence the CDSP may have with a
third party in respect of any of the Licensed Software, the CDSP will provide on request from a
UK Link User to that UK Link User information regarding interfaces and standard protocols
relating to the Licensed Software, to enable the Licensed Software to be used in conjunction
with other software which is not provided by the CDSP.

The CDSP gives no warranty regarding the interoperability of the Licensed Software with other
software (other than any other software comprised in the Benchmark UK Link Configuration).

Releases
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4.4.1

442

4.4.3

The CDSP may issue from time to time new versions of any of the Licensed Software by way
of UK Link Modification subject to and in accordance with the Change Management
Procedures.

Eachlf so requested by the CDSP, a UK Link User shall be-obliged-te-install new releases of
the Licensed Software on the UK Link User Equipment by the date and time specified{se-as-

to-provide reasonable-notice-to-the UK Link-User) by the CDSP.

Within a reasonable time after installation of a new release, a UK Link User shall destroy all
copies or any part of the superseded version of the Licensed Software, as required by the
CDSP.

Copyright

4.6

4.6.1

4.6.2

4.6.4

4.5.2—1In the event that any of the Licensed Software or any part of UK Link becomes, or in
the CDSP's reasonable opinion is likely to become, the subject of a claim for infringement of
copyright or any other intellectual property rights owned by a third party, the CDSP may
(without prejudice to any other action it may take in respect of such claimed infringement) in
accordance with the Change Management Procedures replace or modify that Licensed
Software or part of UK Link so as to make it non-infringing.

Indemnity and liability

Any UK Link rs which have entered in n agreement with the CDSP in r f UK
Link (such as DSC or a UK Link User Agreement) shall be subject to the indemnity and liability
provisions in those agreements (as applicable) and this clause 4.6 shall not apply save for this
| 4,6.1 and cl 4.6.2 and 4.6.6.

For the avoidan f he extent any provision of the D r the UK Link
Agreemen li | nflicts with thi ragraph 4.6, the D r UK Link

Agreemen li | hall prevail.

4.6-4-Each UK Link User shall indemnify and hold harmless the CDSP from and against any
and all loss, liability, damage, claim, action, proceeding, cost and expense resulting from any
breach by such UK Link User of paragraph 4.2.

4.6:2Where any claim has been made against the CDSP on the basis of facts, events or
circumstances which are or may be the subject of the indemnity given under paragraph

4.6-14.6.3 by a UK Link User, and-the-CDSP-would-intend-to-enforce-such-indemnity-in-
respeet-of such-¢claim,-the UK Link User:

(a) if so requested by the CDSP, agrees to provide reasonable assistance, not being
financial assistance (but without prejudice to the indemnity itself), to the CDSP in
defending the claim;

(b) agrees that where it may reasonably be concluded, having regard to the extent to
which the CDSP has defended the claim, from a finding of a court of competent
jurisdiction against the CDSP that the UK Link User was in breach of paragraph-

4. 2this Document, such breach will be taken to be established by such finding of such
court;

(c) acknowledges that there will be circumstances in which it is commercially appropriate
that the CDSP should settle or cease to defend such claim, and agrees (if requested)
to discuss in good faith with the CDSP such settlement or ceasing to defend, or any
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4.6.3—

4.6.5

4.7

other arrangements by which the financial and other burden of continued defence
would be borne by the UK Link User.

The CDSP shall not be liable:

(a) the-CDSP-willnot-be-liable-to any UK Link User for or for the consequences of any
failure, error or defect in or in the operation or performance of UK Link or any part of
UK Link (whether in the hardware, software-programming or otherwise) or the
performance, availability or non-availability of UK Link;

(b) the-CDSP-shall-net-be-liable in respect of any damage or loss or corruption of any
software or data or information contained in a-cemputerany IT system resulting from
willfulwilful breach of paragraphs 7.1.1 to 7.1.5 and 7.2(a), to the extent that the
breach giving rise thereto occurred as a result of the breach by anethersuch UK Link

User; and
(c)
the—DSG—th&GDSRaeeeptsmpespen&b#ny—for the accuracy of any communlcatlon
which is not a Code Communication and is made as a UK Link Communication.
To the extent th h UK Link r has fail k he CDSP Available Equipmen
insured in rdance with paragraph 3.3.9 or the insuran r lied for th
r f paragraph 3.3.11 are insufficient, the UK Link r shall indemnify th DSP for
Il ffer it (whether dir r indir rovi hat th | liability of the UK Link
r under this indemnity shall n X 1509 ne hundr nd fif r cent) of the val
f the CDSP Available Equipment notifi he UK Link rin rdance with paragraph
3.3.9 above.

Notwithstanding an her provision of this D ment, neither th DSP nor any UK Link
xcl r limits liabili h her for:

(@ death or personal injury caused by its own negligence;

(b) liability for fraud or fraudulent misrepresentation; or

(c)

Ex xpressl in this Document, neither the CDSP nor any UK Link r shall

liabl he other under the DSC for any:

(b) I f in

() loss of revenue;

(d) I f will;

(e) f antici vings; an r

(f) indir ial or con ntial | r dam

Authorised representative
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471

4.7.2

4.7.3

4.7.4

4.7.5

4.7.6

4.7.7

4.7.8

5.1

Where so specified in the-Existing UK Link Manual, a UK Link User may only have access to
and use of certain parts ("individual access parts") of UK Link by an Authorised
Representative.

An "Authorised Representative" is:

(@ in respect of UK Link, a representative who has been provided with a user account
nd i hori in rdance with UKL BD1 — UK Link ri ratin
Framework; or
(b) for all other purposes, a representative of a UK Link User who has been designated

by the UK Link User in accordance with paragraph 4.7.3 and for whom a UK Link
Identity under paragraph 5.1(b) has been issued.

Each UK Link User shall designate one or more representatives of that UK Link User as
having authority to access and use, on behalf of that UK Link User, individual access parts of
UK Link.

rovisions in UKLBD1 — UK Link ri rating Framework regardin
representatives (including Local Security Officers), a designation, and any withdrawal of the

designation, of a representative under paragraph 4.7.3 shall be made by the nominating UK
Link User by Conventional Notice to the CDSP specifying:

(a) the name of the representative;_and

(b) the date (not, unless the CDSP shall agree otherwise, being less than five (5)
Business Days after such notification is given) with effect from which such designation
or withdrawal is to take effect.

A representative designated under paragraph 4.7.3 shall become an Authorised

Representative with effect from the date when a UK Link Identity is issued for his use in

accordance with paragraph 5.1(b).

Each UK Link User shall :

(@ comply, and seeureprocure that its Authorised Representatives shall comply, with the
provisions of the Existing-UK Link Manual_includin

(b) inrespectofthe-designation-and-actions-ofbe responsible for all acts or omissions of

its Authorised Representatives.

Subject to paragraph 4.7.8, a UK Link User shall not be entitled to have access to or use of
individual access parts of UK Link other than by its Authorised Representatives.

Where, in accordance with any relevant requirements under the-ExistingUKLBD1 — UK Link
ManualSecurity Operating Framework, any access to or use of any individual access part of
UK Link by a UK Link User is initiated by a-computeran IT system of the UK Link User on an
automated basis pursuant to an arrangement made by an Authorised Representative, such

access or use shall be treated as being by such Authorised Representative.

Issue of UK Link identification and passcodes

A "UK Link Identity" is the user identification(s) and passcode(s) (as described in the-
Existing UK Link Manual) by means of which:

(a) a UK Link User; or

(b) as respects individual access parts of UK Link, a representative of a UK Link User,
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5.2

5.3

54

5.5

5.6

g

6.1

6.2

6.3

6.4

may have access to UK Link.

The CDSP shall issue to each UK Link User in accordance with the-ExistingUKLBD1 — UK
Link ManualSecurity Operating Framework:

(a) a UK Link Identity under paragraph 5.1(a); and

(b) upon receipt of notice from a UK Link User under paragraph 4.7.4, a UK Link Identity
under paragraph 5.1(b) for the use of the representative designated in such notice.

A UK Link User shall be responsible for the actions of persons to whom it may make known its
UK Link Identity under paragraph 5.1(a), and of its Authorised Representatives, and for the
security of its and of each of its Authorised Representatives' UK Link Identities, which shall not
be assigned or transferred or made known to any third party, nor (in the case of a UK Link
Identity under paragraph 5.1(b)) to any representative of the UK Link User other than the
Authorised Representative for whose use it was issued.

The passcode(s) comprised in each UK Link Identity are subject to requirements for periodic

change in accordance with the-ExistingUKLBD1 — UK Link ManrualSecurity Operating
Framework.

For security reasons, in the circumstances described in and otherwise in accordance with the

ExistingUKLBD1 — UK Link ManualSecurity Operating Framework, a new UK Link Identity may
be issued to a UK Link User or an Authorised Representative.

The CDSP shall be entitled to assume that any person using a UK Link User's UK Link Identity
under paragraph 5.1(a), and any Authorised Representative of a UK Link User, is fully
authorised to access and use UK Link (and in particular to initiate, authorise and transmit, and
to receive or access for the purposes of receiving, UK Link Communications); and any UK
Link Communication transmitted by such a person or (as the case may be) an Authorised
Representative shall be treated as given by the UK Link User.

Each UK Link r shall comply with all provisions in UKLBD1 — UK Link ri ratin
Framework in respect of UK Link identification and passcodes.

Availability and downtime

To enable the CDSP to operate and maintain UK Link, en-each-day-andiorparticular-days-UK
Link, or (where so specified in the Existing-UK Link Manual) particular parts of UK Link, will not

be operational at certain times and for certain periods ("planned UK Link downtime")
specified in or determined in accordance with the-ExistingUKLBD2 — UK Link ManuallS_
Service Definition.

During planned UK Link downtime, UK Link Users will not be able to have access to or use UK
Link or the relevant part thereof, and accordingly will not be able to make UK Link

Communications, except to the extent, if any, provided for in the ExistingGemini Contingency
Procedures or the UK Link ManualContingency Document.

During planned UK Link downtime, notwithstanding any other provision of the Uniform
Network Code, Users and the Transporter will not be entitled to make any Code
Communication which is required to be made as a UK Link Communication, except to the
extent (if any) provided for in the-ExistingUKLBD2 — UK Link ManuallS Service Definition or
(where part only of UK Link is subject to such downtime) where such part is not required to
enable such communication to be made, and their respective rights under the Uniform
Network Code shall be construed accordingly.

Except as provided in paragraph 6.5(b), the unavailability of UK Link during planned UK Link
downtime will not be a Code Contingency for the purposes of GT Section D5.9 of the Uniform
Network Code; bybut any such unavailability which extends or the CDSP reasonably
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6.5

5

7.1

711

7.2

anticipates will extend beyond the period of planned UK Link downtime will (subject to and in
accordance with the Contingency Procedures) be a Code Contingency.

For the purposes of GT Section D5 of the Uniform Network Code, a Code Contingency may
(where so specified in the Contingency Procedures) include:

(a) a degradation in performance of UK Link which falls short of a failure thereof (where
the Contingency Procedures are likely, having regard to such degradation, to provide
a superior method of communicating); and

(b) planned UK Link downtime which occurs other than between 03:00 hours and 05:00
hours on any Day.

Each UK Link r shall comply with all provisions in UKLBD2 — UK Link | rvice Definition
in respect of UK Link availability and downtime.

UK Link security and anti-virus requirements
Operational Security

Each UK Link User and the CDSP undertakes to implement and maintain all security
procedures and measures-required-underthe UK Link-Security-Policy by the Existing-UK-Link-
Manual to prevent unauthorised access to or use of UK Link and to ensure the protection of
UK Link Communications against the risk of resulting alteration, delay, disruption or loss.

If a UK Link User becomes aware that (notwithstanding paragraph 7.1.1) any unauthorised
access to or use of UK Link has or may have occurred, it shall promptly by telephone-e+
facsimile so notify the CDSP and take such other steps as may be required under the-

ExistingUKLBD1 — UK Link MarualSecurity Operating Framework.

If the CDSP becomes aware that (notwithstanding paragraph 7.1.1) any unauthorised access
to or use of UK Link has or may have occurred, it shall promptly by telephone-erfacsimile so
notify any UK Link User who may be affected thereby (a UK Link User being so affected where
a UK Link Communication given by or to such UK Link User may have been affected thereby,
or where there may have been unauthorised access to information relating to such UK Link
User), and take such other steps as may be required under the-ExistingUKLBD1 — UK Link

ManualSecurity Operating Framework.

Upon any notification under paragraph 7.1.2 or 7.1.3, the CDSP and the relevant UK Link
User(s) shall discuss what steps if any (in addition to those required under the-
ExistingUKLBD1 — UK Link ManuahSecurity Operating Framework may be appropriate to
reduce the risk of any further unauthorised access to or use of UK Link, and the extent to
which any modification under the Change Management Procedures may be appropriate in the
light thereof.

If through UK Link a UK Link User obtains or receives unauthorised access to information
concerning another UK Link User, or receives a Code Communication sent to another UK Link
User, the first UK Link User will promptly so inform the CDSP and will close the screen on
which such information or communication appears or delete the same from its UK Link User
Equipment and any other equipment without making any copy thereof (and destroying any
copy accidentally made) and make no further use thereof.

Virus Protection
The CDSP and each UK Link User shall:
(a) implement and maintain policies and procedures, in accordance with the requirements

of the-ExistingUKLBD1 — UK Link ManualSecurity Operating Framework, designed to

prevent harmful code or programming instruction(s):

AXM/DBT/036091-0000+46768651-061—-SWT/JWB/098662.00004/48128559.11Page 14



9.1

9.11

(i) from being transmitted to the other or incorporated into UK Link or into any
computer program material or medium delivered to the other by reason of
anything done by such party pursuant to GT Section D of the Uniform
Network Code or the-ExistingUKLBD1 — UK Link ManrualSecurity Operating
Framework; or

(ii) if received by it from the other, from being incorporated into its own-cemputer
hardware or software; and

(b) promptly notify the other (in accordance with the relevant procedures set out in the-

ExistingUKLBD1 — UK Link MarualSecurity Operating Framework) if it knows or has

any reason to believe that (notwithstanding paragraph 7.2(a)) any such code or
instruction has been so transmitted or incorporated or received.

Each UK Link r shall comply with all provisions in UKLBD1 — UK Link ri ratin
Framework in r f rational [ nd vir r ion.

UK Link protocols and standards

A UK Link User shall not access or use UK Link other than by means ef-the- UK-Link-User-
permitted by this document and in accordance with the

protocols and standards and other reqwrements set out in the JéestmgLUK Link Manual_

Each UK Link r acknowl hat n herin he relevant pr | ndar r
imilar r irements referr in th K Link Manual Id result in relevant CDSP
rvi r r functionality n rating effectively or Il h fil
receiving error m r being rej hey have n n mi ron

behalf of UK Link Users in the required format).
CDSP rights to suspend access to UK Link

Temporary inhibition of access

Whereatany-time:With
he D r UK Link r Agreemen li le), wher ny time:

(a) a UK Link User is not complying with any requirement of this ArnexDocument or the-
Existing UK Link Manual in respect of access to or use of UK Link;_and

(b) such non-compliance does not result from:
(i) any action by the CDSP, other than an action which it is required to take or
might reasonably be expected to take to comply with a requirement of this

AnnexDocument or the Existing-UK Link Manual; or

(ii) a failure by the CDSP to comply with a requirement of this ArrexDocument or
theJéestmg UK Link Manual—and(e)—m%reaswableemmenef—th&

the CDSP may take any reasonable steps to irhibitsuspend or (but only where appropriate)
discontinue access to UK Link by the defaulting UK Link User.

The CDSP will notify a UK Link User by telephone (followed by facsimile,_as provided for in
KLCD4 — UK Link Gemini r Guide) of any steps under paragraph 9.1.1 wherever

practicable before and in any event as soon as practicable after taking such steps; and will

restore the UK Link User's access to UK Link promptly upon the UK Link User demonstrating
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9.2

10.

10.1

10.2

10.3

1.

to the CDSP's reasonable satisfaction that the non-compliance referred to in paragraph
9.1.14{¢) will not recur.

Short term suspension of access

Where at any time a failure in or degradation in the performance of any part of UK Link is
likely to occur, or such a degradation has occurred, and in the CDSP's judgement it will be
possible to prevent such failure or degradation, or remedy such degradation, by suspending
access to and use of UK Link or a part thereof at a time and for a period which will not result in
significant inconvenience to UK Link Users in the use of UK Link for making Code
Communications:

(a) the CDSP shall be entitled, subject to paragraph (b), to suspend access to and use of
UK Link (in accordance with such i K Link Man DSP procedures as
to notification of UK Link Users); andpthenwseayqqay—b&ppewded—uﬁhe—%eshng—u%
Link-Manuab);

(b) if at any time subsequently it becomes apparent to the CDSP that such suspension

will continue for a period or at a time at which it will result in such inconvenience to UK
Link Users, any applicable Contingency Procedures will be initiated.

CDSP provision of helpdeskService Desk and further assistance

The CDSP will provide a help-deskService Desk, with reasonable resources to meet
reasonable requests made by UK Link Users, as described in the Existing-UK-Link-
ManualDescription Document (the "Service Desk"), which will assist UK Link Users in
identifying the nature and cause of any operational problems experienced in accessing or
using UK Link.

Without prejudice the terms on which the CDSP may supply or maintain any CDSP Available
Equipment or Licensed Software pursuant to paragraphsparagraph 3.3.1 to 3-3-:563.3.3, where
(following any assistance from such help-deskService Desk or the identification of any such
operational problem or otherwise) the CDSP agrees to provide any further assistance to a UK
Link User in the remedying of such an operational problem as is referred to in paragraph 10.1
(other than one resulting from any default of the CDSP), the CDSP reserves the right to make
a charge therefor in accordance with the ExistingDSC or applicable UK Link MarualUser_

Agreement.

Except where the Uniform Network Code, DSC or the-Existing UK Link Manual expressly
provides otherwise, no communication by or to the help-deskService Desk shall take effect as
a Code Communication.

Ceasing to be a UK Link User

UpenWithout prejudice to the provisions of the DSC or UK Link User Agreement (as_
applicable), upon ceasing to be a UK Link User for any reason, a former UK Link User shall:

(a) return all CDSP Available Equipment which has been supplied (other than by way of
sale) by the CDSP to the former UK Link User immediately and in accordance with the
terms on which that Equipment was supplied as set out in the ExistingDSC, UK Link
M U : o this O icable):

(b) return the Licensed Software and all copies of the Licensed Software and documents
relating to the Licensed Software or supply to the CDSP a certificate signed by an
authorised officer of the former UK Link User confirming that the Licensed Software,
related documentation and all copies thereof have been destroyed;

(c) return-all-copies-ofno longer access the-Existing UK Link Manual immediately-to-the-
CDSP-ersupplyin any way,

(d) provide a certificate to the CDSP signed by an authorised officer of the former UK
Link User confirming that allany copies of the Existing-UK Link Manual_(paper or
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otherwise) have been destroyed; and

(e) {&)-ensure that its Authorised Representatives discontinue access to and use of UK
Link.

AXM/DBT/036091-00001/46768651-01—-SWT/JWB/098662.00004/48128559.11Page 17



(a) the Authority;

(b) Meter Readers;

(c) User Agents;

(d) Delivery Facility Operators and Connected System Operators;
(e) Meter Asset Providers; and

(f) Meter Asset Managers.
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